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ABSTRACT

To study stress at the workplace and relate it to user context and
self-reports, we developed an application based on the AWARE
framework, a mobile instrumentation toolkit. The application
serves two purposes: of passively collecting data about user’s
environment and offering questionnaires as means of ecological
momentary assessment. We implemented methods to import
the questionnaires into the phone’s database and trigger them
at the right times. We also considered privacy implications of
collecting such data and took additional measures to conceal the
identity of our study’s participants wherever we evaluated it was
under the risk of exposure. Finally, we had to establish a server
application to handle receiving and storage of collected data and
implemented a rudimentary login process to additionally secure
our servers.
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1 APPLICATION OVERVIEW

The best machine learning models for stress detection and affect
recognition are multimodal [1, 17]. Combining data from different
modalities is especially effective, such as using physiological,
behavioural or contextual, and psychological (self-reported) data.
Collecting such data in the real-world setting presents a challenge,
however.

In the project called Stress at work (STRAW), the main object-
ive is to analyse the relationship between psychosocial stress
experiences in the workplace, work activities and events, and
peripheral physiology. To facilitate integration of various data
sources, an application was designed to run continuously and
monitor their environment and specific phone-related events.

The application’s purpose is two-fold. The primary mode of
operation is silent and continuous: the user context (such as their
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phone use and location) is monitored without user intervention
or interaction. The second mode of operation are prompts or
questions for the user, where some information about the context
and the participant’s mental state is gathered by asking for it
explicitly.

As a starting point for writing the STRAW application, we
used AWARE, a mobile instrumentation toolkit which had the
initial purpose of inferring users’ context [5]. It enables logging
of data as reported by the phone’s operating system and a wide
variety of hardware sensors. At several points, this toolkit was
adapted to better suit our needs, and additional capabilities were
added on top of it.

We also developed two modular functionalities of the applica-
tion: Bluetooth integration with an Empatica E4 wristband [23]
to enable simultaneous collection of physiological data and voice
detection and speaker diarization capabilities [15]. We already
reported on these developments elsewhere, whereas in this paper,
we give an overview of the app’s capabilities.

1.1 Data Types

An important aspect of the STRAW application are prompts,
called EMAs. The users can be prompted to make a diary entry
at a specific time which is called Experience Sampling Method
[ESM; 3] or, more broadly (when data other than experience
are noted), Ecological Momentary Assessment [EMA; 20]. Diary
methods increase the reliability of collected self-reports as they
are less prone to recall bias [14].

EMAs are the main mode of user interaction in the STRAW
application. The content of specific questions is beyond the scope
of this paper, but in general, the questions are based on existing
psychological questionnaires measuring stressors, stress, and
related responses. The implementation of EMAs is described in
Section 2.

In addition to this, we selected a subset of data that might help
us determine users’ context. Below is a list of sensors that are
used in the STRAW application together with the description of
data they collect. Data availability from some of these sensors
is dependent on phone’s hardware and the version of operating
system.
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— ACCELERATION: There are several sources (i.e. virtual sensors)
of acceleration data in a smartphone. Accelerometers meas-
ure acceleration magnitude in various directions and re-
port either linear acceleration (without gravity effects),
gravity, or combined acceleration. This is used further in
Google’s activity recognition API [10].

— BAROMETER: Ambient air pressure.

— LigHT: Luminance of the ambient light captured by the light
sensor.

- TEMPERATURE: Temperature of the phone’s hardware sensor.

— BLuETOoOTH: This sensor logs surrounding Bluetooth-enabled
and visible devices, specifically their hashed MAC ad-
dresses, and received signal strength indicator (RSSI) in
decibels.

— LocaTion: Device’s current location (latitude, longitude, and
altitude, which are masked as described in Section 3) and
its velocity (speed and bearing). This uses various methods,
such as GPS and known Wi-Fis in vicinity resulting in
different degrees of accuracy. Location category is also
acquired with Foursquare APL

— NETWORK: Network availability (e.g. none or aeroplane mode,
Wi-Fi, Bluetooth, GPS, mobile) and traffic data (received
and sent packets and bytes over either Wi-Fi or mobile
data).

— ProximITY: Uses the sensor by the device’s display to detect
nearby objects. It can either be a binary indicator of an
object’s presence or the distance to the object.

— TIMEZONE: Device’s current time zone.

— WI-F1: Logs of surrounding Wi-Fi access points, specifically
their hashed MAC addresses, received signal strength in-
dicator (RSSI) in decibels, security protocols, and band
frequency. The information on the currently connected
access point is also included.

- AppricaTIONS: This includes the category of the application
currently in use (i.e. running in the foreground) and data
related to notifications that any application sends. No-
tification header text (but not content), the category of
the application that triggered the notification and delivery
modes (such as sound, vibration and LED light) are logged.

— BATTERY: Battery information, such as current battery per-
centage level, voltage, and temperature, and its health, as
well as power-related events, such as charging and dis-
charging times are monitored.

— ComMuUNICATION: Information about calls and messages sent
or received by the user. This includes the call or message
type (i.e. incoming, outgoing, or missed), length of the
call session, and trace, a SHA-1 encrypted phone number
that was contacted. The phone numbers themselves or the
contents of messages and calls are not logged.

— PROCESSOR: Processor load in CPU ticks and the percentage
of load dedicated to user and system processes or idle load.

— SCREEN: Screen status: turned on or off and locked or un-
locked.

— VoICE AcTIVITY: A classifier, trained using Weka [7]. The
features are calculated using openSMILE [4] and the out-
put is an indicator of human voice activity [15].

The data described in the list above are collected automatically
and continuously. The application is run as a foreground service,
which means that the data collection continues even while the
application is not actively used (i.e. it is minimized). Despite
this, there exists software that is specific to the operating system
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version and phone manufacturer which tries to close applications
for energy efficiency. We attempted to whitelist this application
in the most common battery-saving software.

2 ECOLOGICAL MOMENTARY
ASSESSMENT

As mentioned, one of the main functions of the STRAW applica-
tion is to collect users’ answers to questionnaires. AWARE already
implements a ‘sensor’ for experience sampling method, which
shows DialogFragments as the one in Figure 1, but it was too
rudimentary for our study protocol. The main upgrades we had to
make were the mechanism of triggering EMAs and management
of the database of available questions (items) to include in the
questionnaires.

Since the last questionnaire:
Did this overall period create
tension in you?

O 0-Notatall

® 1 - Slightly

O 2 - Moderately

O 3 - Considerably

O 4 - Extremely

Figure 1: An example of an ecological momentary assess-
ment prompt.

2.1 EMA Triggering

Originally, AWARE provides a couple of ways to trigger EMAs:
at a specific time, by a certain context (i.e. taking into account
values from other sensors) or on demand (manually). In our study,
time is the most important trigger of EMAs, but we needed finer
control.

The EMAs in our studies are divided into three types: a) morn-
ing EMAs with questions about sleep quality, b) work-hour EMAs
with questions about momentary affect, job characteristics, work
activities, and similar, and c) evening EMAs with questions about
the whole workday and after-work activities. The first EMA is
triggered in the first hour after the start of the workday as set
by the user. The rest of the EMAs during work hours trigger ap-
proximately every 90 minutes, but not closer than 30 min apart.
The time is dependent on the last answered EMA rather than set
in advance, and additional reminders are scheduled in the case
of user inactivity. The final EMA of the day is triggered in the
evening at a time set by the user.
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Each of these types of EMA is implemented as a separate
IntentService [11] and handled by a JobScheduler [18]. This
enabled us to enforce the requirements outlined above such as
setting the minimum latency with which the job can start and
making use of periodic jobs.

2.2 Question Database

In the original AWARE implementation, questions are queued
into a questionnaire directly in the code of the application by
using their custom ESMFactory class. For our study, we use a
pool of more than 200 questions per language from which a
subset is sampled for every EMA. We therefore needed a more
systematic way of storing them within the application.

To ease the insertion of individual items, we prepared a spread-
sheet template which is meant to be human-readable and filled
out manually. Individual items from this spreadsheet are later
converted into JavaScript Object Notation (JSON) and stored
in an SQLite database [13] in phone’s internal storage. This im-
plementation enabled us to adapt the content of EMAs without
touching the source code of the application. It also simplified
the final selection of questions, such as selecting one language
(English, Dutch, or Slovenian) and grammatical gender.

3 PRIVACY ENHANCEMENTS

The data collected by the STRAW application have different
degrees of risk to the users’ privacy. Their privacy would be
threatened if an outsider gained unauthorized access to the data.
These possible external threats are considered in Section 5.

Even when the data are safely communicated and stored, how-
ever, an involuntary exposure of users’ identity might still be
possible. Assuming the data are well protected from unauthor-
ized external access, these risks will in turn be treated as internal
in this section.

Some of the data collected by the STRAW application are
personal data, so even when storing them securely and after
pseudonymization, some risk of a privacy breach remains. Since
AWARE is widely used in scientific studies it already implements
some privacy enhancing mechanisms. We performed a thorough
application vulnerability analysis and identified several further
threats to privacy that we wished to address. While the data
are safely communicated and stored, an involuntary exposure of
users’ identity might still be possible. The types of data that de-
serve special attention are applications, communication, location,
and voice activity.

As mentioned in Section 1, the notifications that other applica-
tions send are monitored in the STRAW application. The content
of the notification, such as that of an instant messaging applica-
tion or calendar notification, is never actually stored. We deemed
even the application names to be sensitive, so we chose to only
save application categories. This process is further described in
Section 4.

The content of calls or messages is never logged, but the phone
numbers tied to them can be. Since we wanted to keep track of
recurring contact with the same person, but not reveal their real
phone number, we decided to encrypt them using the SHA-1
algorithm. While it would be possible to decrypt a phone number
by a brute-force attack, the AWARE implementation offers the
option of adding a salt. Thus by using the username (further de-
scribed in Section 5) as a salt, the phone numbers are sufficiently
protected from inadvertent disclosure risk, while the hashed
value is retained even across different application installations.
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The MAC addresses of detected WiFi and Bluetooth devices are
hashed in the same way.

The location data in their raw form are highly revealing of
a user’s identity [2]. Instead of storing the actual geographic
coordinates provided by this sensor, the Foursquare Places API
[6] is used to extract the category (venue) of a location. This
API enables saving general categories such as ‘bookstore’ or ‘gas
station’ near the user’s location. But since we wanted to keep
the option to analyse users’ movements, we also implemented
a transformation of coordinates. We converted longitude and
latitude into spherical coordinates, applied a stochastic rotation
(but constant within a specific user) and converted these back
to transformed longitude and latitude. This enabled us to keep
the distances between the locations faithful to original data, but
transformed to another place on Earth.

As described in our previous work [15], voice activity recog-
nition is performed on the phone in its entirety. This means that
raw audio recordings can be discarded immediately after pro-
cessing and only the calculated features are saved to the database.
Alternatively, only the final binary prediction of human voice
presence can be retained, but this makes any post-hoc analysis
(such as speaker diarization) impossible.

4 SERVER APPLICATION

For the purpose of storing the data on a server, a Python applica-
tion was implemented in Flask [21], which accepts the data in a
JSON format and saves it in a PostgreSQL [22] database. In addi-
tion to receiving the data and managing credentials (as described
in Section 5), it also performs a couple of additional functions.

As mentioned in Section 3, instead of saving application names
we only log their category as classified in Google Play Store. To
reduce the number of queries, we implemented this as a part of the
server application. As part of the upload process, the application
name is received in plain text, but only retained until query
returns its category. After that, the application name is hashed to
enable comparisons with later records and the name in plain text
is discarded. In this way, we could build a database of application
name hashes and their corresponding categories on the server,
while not keeping a record of what applications individual users
use.

The server application also provides a simple UI for admin-
istrators, where some metadata about the data collection itself
are shown in forms of tables and charts. We can access data on
last upload, number of days of participation, and number of data
points for each individual user. This enables us to detect any
problems with data collection and troubleshoot them early.

5 CLIENT-SERVER COMMUNICATION AND
LOGIN

The STRAW application and other sensing applications are not
special in the degree they could be subject to external attacks
[2]. An attacker might want to expose identity of a user or try to
reveal their personal data such as location. There are three points
of entry for an external attacker: local storage, transmission of
data, and the servers.

While the data reside on the device they are saved locally in
the phone’s storage. According to Android’s documentation, this
database is exclusive to the STRAW application [9]:

Other applications cannot access files stored within
internal storage. This makes internal storage a good
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place for application data that other applications
shouldn’t access.

Additionally, once the data are transmitted to the server, the local
database is periodically deleted. This reduces the privacy risk
of the database being exposed, while also decreasing the local
storage requirements.

It is therefore the transmission of data where we had to secure
the data. They are transmitted over encrypted HTTPS connection,
which eliminates the risk of exposure during this part of commu-
nication. The data are received by an application server residing
at Jozef Stefan Institute (JSI), with a dedicated port listening for
incoming transmissions.

The application server communicates with another, database
server, also residing at JSI. This second server can only be accessed
from within the JSI local area network. The database itself is
also protected with a password and the user accessing it via the
application server does not have administrator privileges.

Since the STRAW application is a part of a wider study, it is
disseminated to recruited participants only. In addition to the data
from this application, other data are collected, such as responses
to questionnaires in baseline screening and physiological data
from wristbands. It was therefore necessary that the data can be
linked back to an individual in order to join the data from various
sources. We developed a login method to enable this.

Using OkHttp [19] client-side and Flask-HTTPAuth [12] server-
side, we implemented basic access authentication and token au-
thentication [16]. The login credentials are disseminated to re-
gistered participants in our study and are input upon the install-
ation of the STRAW application. This serves multiple purposes:
by requiring login, we only accept data from actual participants
of our study, while we can also use the assigned username to
pseudoanonymously link data from various sources.

6 CONCLUSION

The application used in the STRAW project serves a dual pur-
pose: to collect users’ answers to questionnaires and passively
collect data about their environment and phone usage. While the
application was tailored to requirements of our study, this paper
outlined the main issues and possible solutions when developing
an application for research purposes.

The AWARE framework provided a solid foundation and espe-
cially eased sensor data collection, there are additional challenges
that researchers need to face when trying to use an application
like this in a scientific study. The data gathered using this applic-
ation will help us develop improved models of stress recognition
[8], which will help us integrate physiological data with more
detailed contextual data and more reliable self-reports.
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